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Abstract: The abnormal behavior of users on mobile phones brings certain losses and risks to the country, society,
enterprises and individuals. Such as, users record sensitive information of enterprises with the help of mobile phones, or use
mobile phones to spread false statements on social networks. However, there is no technology to directly run on the termi-
nal to monitor the user’ s local application operation. Since most mobile phones are Android platforms, this paper takes An-
droid smart phones as the research object, and proposes a user behavior monitoring technology based on accessibility ser-
vice. When the phone’ s interface changes, there will be a large number of accessibility events written based on the view hi-
erarchy. Our method selects the key accessibility events, traverses them, obtains the information on interface component el-
ements, types of accessibility events, interface focus objects and so on, and then judges the user’ s behavior. Our method
does not depend on a specific Android version; improves processing performance by filtering accessibility events; protects
users’ privacy by adjusting the application monitoring scope and monitoring granularity. In order to prove the feasibility of
our method, we experiment on the devices in the physical world and correctly monitor the behavior of users in four different
applications. Performance testing shows that our method has low CPU consumption and low average memory occupancy.
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At BEF P e B AR R . B, B P B A A b
JE . LU P R 8 SOAE BN B, T s B kL2 R AL
TP AE AT 2 W5 Sk i 45 8 TERT A BB 2
TP R X G A5 BN A SR id % k.

4 ETERERBIRZHAFITABRIEIES

WAL bSOy AT WA T BT RE SR R 2
N TR AT R AR SRR L H BRI R R R
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- s
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Item 4 RI%EFTH Ttem4 {FHHHL A
Item5 fSEHZE / /
- -l
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4.1 TEBEHSE

FH P — i S VTR 25 il e 2 R G B f S5,
T mEPERE AR SO T A S A 5 0 R TG R A A
AR A RPN 7 THRE TC R A S HEA T 4

WA 1 iR 3 e A 350 1Y getPackageName
OFRBUR T S04 . R 4 2 FECE e Hhid SR
AT . X TBAE R WA AE L4, B B3
X g 1) To R A . T el AR Yy =K, X 2T
BEf S — A AT AR 7E 3.1/ FRATLL R G
(CCFE BT ARBL SR8 ) L ST 30 QQ i
Gmail 1, %5 P A7 b A7 404 . i, FRATTIRIAE DL B
RN R 8], X6 T R A SR AT A R 3 R L 2
JiA Bh3k 4 28 N HIRE R ) G R i A 42,45
4.2 ZRBEMHREFSHT

Xof TG i ik A AT B ORI 43 BT, HE T R AT &
3.1 E T P A T

X PR A R B R LA SC O U T SR LR
T, T BT A 2B S EditText. 3 i3 3 7 JG B A

B ek B R 19 JE R arg0’

1. packageName = arg0.getPackageName()

2. if getDatabase.contains(packageName) then
3. sendMessage(arg0, time_delay)
4

end if
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N 44 B 4
Galaxy S10 R4t 0 1 com.sec.android.app.xx
Mi 10 REGeh ] com.android.xx
QQ com.tencent.mobileqq
Gmail com.google.android.gm
fclE com.sina.weibo

FEPFRLY A FIWT Y B U 2 EditText 2888 X T
A EditText 2SR5 0 1 JC e 5 2544 , B W] S i A
AR AT Dl A SO G AE . P AR A SO
I , s B R 2B TP SOR SRR AE |, X T EditText 28
RURG i, i — 230 2 TE A A4 1Y) isFocused () 1] W7 24
T w2 A SRR . A T ORI P B A, FRATTAS 2%
FH P S A B A R AT 4, AR B OO B 2 i, T
TCRE it A4 (1) isPassword () 7125, JI T X 1) G 4EAE S 5
SEERGHE . FUA X T P R AR AR A Y SUA G
BEAE | A2 o T B G R (Y getText () 5 B 3RAG 5 A
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fRE.

R4 MBEINEHEEEEZ

SO 4 Bk 1144 e
Galaxy S10 RZEH1E com.sec.android.app.camera com.sec.android.app.camera.Camera
Mi 10 REeHA 1 com.android.camera com.android.camera.Camera
QQ com.tencent.mobileqq com.tencent.aelight.camera.aebase.QIMCameraCaptureActivity
s com.sina.weibo com.sina.weibo.mediaproducer.activity.StoryCameralndependentActivity

[Fi) B, X6 F P R A SR 3h o i T 3, e R s AR
LR PIRE B8 B T S IR, AR 2 B
B - 21, 3o 4 I o A 7 A0 U s 3 A 195 3l i L
J. Pl Galaxy S1I0 461, JA s R 48 A 4 & e & 4

24 M com. sec. android. app. voicenote. main [ JG i it
Sl Sy — Oy KO HITC R A PR S SR
BUVREA SRS . B, QQ MY E N REAS 2 i K A
A B AR NESE AL 1 TC R AR . (HIRTE QQ I s S
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M FFEAE— ID A press_to_speak_iv BUSEEHEME . FAT]
ST BRI TO R A 19 s A TS 2 AT LA BT > i
ETRTERE .

>4 A P N SR T B A A A e 1 S/
Rk E A G , S AR B SO R ik AR L
— M H] Android ZRGE 4R ML SO/ e 11, B0

AT S BRI R e R 48 DI RE . A SCHEFE I R HT A
FA QQ Gmail FBLIHAT VeI 16 SCIH/IEL R A T RE .
M5 R, RAC A5 B A X =R HFT T E R s
Ve I TS A 4% M2 4 . — HLJC A S A9 R
RN B 44 8 TR AR P e — U P T iR
PR SCIF/ A A
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JSE JH 24 B .4 B
Gmail com.android.documentsui com.android.documentsui.picker.Pick Activity
QQ com.tencent.mobileqq tencent.mobileqq.filemanager.activity. FMActivity
! com.sina.weibo com.sina.weibo.photoalbum.photoproducer

W 6 i, 10 s A5 B H P il FH R 40 A 1 SCfF
B PRRRNT SCOEAS B A TR I BT N A A 4 . S
FEXF SCAFHEATERAERT , b 28 H SR AR R4 , 1
TCBE AR 55 ALY find ViewByld () , 8 3 H 45048 %0 v
B TG B0 5, getText () PREGRILH #24FK. H P

X SCAA B 38 ) o8 A 5 — RGN, R G 2 3 o %
TEAESEA TN . DA B SCHE A ], Galaxy S10 235t X
TR ) 1) 2 7R SO 2 IS . 3 A T e A
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N2 23 f#

Galaxy S10 SCF4SHEAS

com.sec.android.app.myfiles

com.sec.android.app.myfiles.external.ui. MainActivity

Mi 10 SCAEHEES

com.android.fileexplorer

com.android.fileexplorer.FileExplorerTabActivity

ARG 1, 0 Hr o B 00, S5 1 AT
)8 THUSAT . 0 TRUSAT K DA AR 3
By AR AR S AR A R SO R R
SO AL sRAE Bt o rh A ify

5 XWEHERSW
5.1 1TAKERR
5.1.1 XBHRE

R T BRI R AT AT I, 23 BIAE Galary S10 1
Mi 10 b gEAT 790, FRBE R PR R 3R 7 s . FE PR 6
B b B S AR G TR 5 TE DU S AT
YA P AT R SR AR R

F7T FHREERE
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SbHER B¢ Jp 855 32 e 865
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AP BIERS Android 12 Android 11

5.1.2 SRER

e 8 A SO VAL AR b6 P
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BRI, 5 19955 6 1726 0 77 0 1 P 3 2 i —

py TR e NIRRT D DR NEVS (S
SR g ELAR T E
®8 AXFHEMARE L MFREMLANARTARIEER
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MR SR | L -
FIHE | RSCE | s
RGN | v v v
v v v v
Galary S10 09
Gmail v v v
Tl v v v
RENH | v v v
\i 10 QQ v v v v
Gmail v v v
Tl v v v

A T3 518 100% 1 5 H P &35 1 SCFE B B Ry ax
BB BRI UL PR B A L e 2 T )2
UREEFE 4 55 1 TG e A 2 2R A 73 7, RE AR B S6 15 8,
SR N 4 B . AEE 4Ca) R, FHPAEFHLR R &
PESCARME B FER 4(b) b, Wi ds 7 8 i 44 FR R
HHE] & 260 5 A BN B E SR RAR . B X
W TEE RS, FRAT A e a8 I 7 F P 0 5 77 2
Kk T XS LIRS B G AREUE PR E v, a0
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5.2 4eEEmAASH

MR — K W F P AT R B A AR S R
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< test1 L =
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5t DTG i A A 55 [ 9 28] 5 5P P AT Sk i i 2 Y ) [
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Mi 103548 1 Lh QQ 3 i FH A 8], ik T 200 Y HH o 45
P, A3 40 TR Kk 2445 B (40 YRR 35 . 40 IR EEATHA IR .40
OB IE B P A0 TR K35 U8 . S5 RN 1E 5(a) B 78
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LA T IE 5 ARG .
5.2.2 REFHESW

4 F Android Studio $2 {4 ¥4 58 431 T L & adb
shell v 2>, R SCO7 B89 CPU 5 FH N AE I RIREAE
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kT UE B W 45 O R & B2 P ) T AL T A4
55, RATLAINT TR I 5 25 B AR Ja S 3G VR T e
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